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       Problem  statement. The  twenty-first century, which has become the century of information technology, has a whopping changes in individual lives and society at large. The role of information has  increased  as  well  as the number of people involved in the field of information technology,we  have  strengthened the overall informatization of society and  the role of telecommunication networks and personal computers  is  more  important  nowadays. All this brings the positives in the development of computer technology, provides the possibility of individual freedom of choice, creates  the  necessary  conditions for the l existence  of the electronic communication. However, technological progress gives the possibility to carry out crimes in a new way, using new tools[2;3].
       Introduction.  Different  issues  related  to legal principles of information security  have been  studied  by Bieliakov K.I., Nastiuk V.Y., Nikiforchuk  D. Y, Pylypchuk V. G.,   Skulysh, Y.D. Significant results were obtained in the fundamental legal studies in the information sphere. However, the dynamics of information systems and technologies  has shown  a rapid  growth and  new  qualities. Computer  crime  is a  problem of  today in the economic, terrorist, military, intelligence  and other areas. The course of events requires legal and technical analysis of their dynamics and trends.
     The goal of the article is in the analysis of modern  harmful software and defining the legal foundations for its combating and prevention.
      The object  of  the  study. The rapid development of means of communication and information technology determines development trends of malware. Mankind has entered the era of the digital and information technologies. Information plays a great role, and it is seen as an important resource. Improving technology leads not only to the strengthening of the industrial society, but also to the emergence of new sources of danger [1;4]. 

       Historically, one of the first, simplest types of malware are computer viruses. Now computer viruses occur very rarely. They were pushed out of network  by worms and spyware. Now you can count about a dozen active file viruses with enough liquid splashes of their activity. There  often  appear  different  types  of email  warms  such  as  Mydoom, NetSky  and Bagle  or  file viruses such  as  Funlove, Xorala, Parite and  Spaces. Competent use of social networks contributes to the spread of computer viruses. In Trojan programs today can be traced back the following trends: the significant increase in spyware, desire to gain total control over infected remote computers. Infected computers  are  used  to send spam through them or  organize  DDoS attacks. Most institutions and organizations use networking technologies. Access to confidential information  is obtained by use of the Internet. Interested persons are hiring hackers or get access to information on their competitors. The new environment and the possibility of malware might indicate an increase in the number of programs written in the programming language NET. Linux platform will remain in the spotlight program class rookit and the simplest file viruses. As  for the  mobile  technologies  we  should  beware  harmful  technologies  for   PDA, cell  phones,  smart- phones  and  communicators. The  rapid  growth  in  popularity for  OC  Windows  Mobile 2003/05/06  and  Symbian,  great capacities of network switching  and appearance of  applications (Net framework) will inevitably lead   to Trojan programs  including the option of network worms. Worms are the biggest threat to mobile devices, because these viruses are distributed independently. The worm is able to cause a very rapid infection of a large number of systems, disrupt the efficiency of mobile network. In 2012 there  appeared  mobile bonnets  based on mobile devices  with  OC  Android. The first evil event was the discovery in January of 2012 of  an  IRC-bot for Android   which   worked in connection  with SMS-Trojan. All infected smartphones were ready to carry out any action with a team of ' master '. That same year the new harmful computer programs  were  used for point attacks using  ZitMo  and  SpitMo ( Zeus- and  Spy  Eye-in-the- mobile).

     The development of information technology on modern stage is inextricably connected with the safety  of  information and the protection of information.  Security  has  two  components: the security content of information, lack of incentive motives in person to the negative actions, willfully established mechanisms of negative effect on the human frame in other block ofinformation;  security information for external actions (attempts of illegal copying, distribution, modification or destruction). Information protection is the adoption of legal, organizational and technical measures aimed at ensuring the protection of information from unauthorized access, destruction, modification, blocking, copying, distribution, and other misconduct in respect of such information, the realization of the right to access to information. Provision of information security must tackle the following main tasks: identification, assessment and prevention of threats to information systems and  protecting the rights of legal entities and individuals on intellectual property; the collection, accumulation and use of information;  protection of the public, proprietary, commercial, personal and other types of secrets. Threats to information systems and resources can be divided into four main groups: software-introducing viruses, destruction and modification of data in information systems;  technical-intercept information in lines of communication,-electronic suppression of signal lines of communication and control systems; physical-destruction of processing and storage of information; informational -information exchange violations, illegal collection and use of information, unauthorized access to information resources.  Recently  the  issdues  of  computer  confrontation  -  the  so  called  cyber war. It is aimed primarily at destabilizing the computer systems and Internet access to public institutions. With the proliferation of information technologies, public institutions have become addicted to the Internet in everyday life, using it to attack computer systems of another country can inflict significant knock down of  the economy, create disorder in the everyday life of the state. Control over the Internet in our time determines the state of the national security  of  a  country.
        In December 2012  Dubai (United Arab Emirates) hosted the International Summit on cyberspace. Now the basic document, which regulates the question of international cooperation in the fight against cybercrime is ' The  Convention on Crime in the Sphere of  Computer Information '. International cooperation promotes the solution of issues in respect of persons who have committed cyber crimes, general principles of mutual aid, privacy and retention of information, cross-border access to it [4].
       An important document in the framework of the UN member countries is the Resolution ' To fight the criminal use of information technologies’, adopted  in 2001. Paragraph 1 of the Resolution indicates that information technologies should be developed so as to facilitate the prevention and detection of cases of criminal use, monitoring and collecting  of  evidence[5] . In 1996, the G8 countries adopted the decision to establish a special team to fight international crimes in the sphere of high technologies-' Lyon Group '[6].
      At the annual session of the NATO countries, which took place in 2009, appeared  a document -' NATO and cyber protection '.  The report mentioned the principles that will facilitate efficient protection from possible cyber threats [7].

         Conclusions.   The development of modern information technology has a tendency towards increasing acceleration, so the legal framework should not only keep pace, but vary by satisfying the urgent problems of man, society and the international community.
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У статті досліджені технічні та правові питання програмного забезпечення різних типів програмного забезпечення, у тому числі шкідливого (небезпечного).
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В статье исследованы технические и правовые вопросы программного обеспечения разных типов, в том числе опасного (вредного).
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The technical and legal questions of software of different types are investigational in the article, including dangerous(harmful).
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